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Cybersecurity 
Spain in a constantly evolving 
technological and social ecosystem

Cybersecurity has become a social necessity as it is an issue 
that has effects beyond the technological field. From the 
economy or national security to defending fundamental rights 
and public freedom, all spheres are at risk in cyberspace. In 
addition to technology, cybersecurity includes people, the 
processes that connect them and their governance, as well as 
the data they generate, share and store. Spain has developed 
significant cybersecurity capabilities. However, the constant 
evolution of technology and threats leads to substantial 
challenges for training and collaboration in the national 
network, equal access to cybersecurity, and management of 
the disruption associated with emerging technologies such as 
artificial intelligence or quantum computing.

Cybersecurity is essential to guaranteeing Spain’s economic and social development 
and to defending the freedom and fundamental rights of citizens.

Cybersecurity must be considered by design and by default in all technological fields, 
products, digital services, corporate processes, and public administration.

The EU’s strategic framework and governance focus on the development of a regulatory 
and operational context that will consolidate cybersecurity both nationally and 
internationally.

The strengthening of cybersecurity in Spain is directly related to promoting collaboration 
within and among the academic, public and private sectors, to developing mechanisms 
to attract, retain and create talent, and to increasing funding.

The human factor is essential. Citizens and employees of SMEs and major companies 
are at the heart of cybersecurity; therefore awareness and training are a decisive factor 
in building a cyber-resilient society

Research is essential to forestall constantly evolving cyberthreats and to guide an 
effective implementation of disruptive technologies. 
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Introducción 

The digital world is one of the main pillars of economic and social development1. Ranging from industry, through public 
and private services and right up to communications, everything has a digital component2. Although it provides 
great opportunities, it also opens the door to significant threats that are a global challenge1,3,4. Misuse of technology 
endangers the fundamental rights and public freedoms in cyberspace5.

In today’s world, information and communication technologies (ICT) and 
theinfrastructures that support activities in cyberspace are fundamental to 
society6,7. At the same time, cyberthreats exploit vulnerabilities that may be 
linked not only to the technology that makes up the communications systems and 
networks (by design, deployment, configuration, administration or use) but also to 
human factors, such as a lack of knowledge or organisational considerations3,8–10.

There is no universally-accepted definition of cybersecurity11–13, a concept that 
covers all the activities that are necessary to protect information networks and 
systems, the users of these systems, and other people affected by cyberthreats4. 
It also includes information and data. This is a transversal discipline that also 
encompasses various fields, sectors, technologies and tools1,11,14. For Spain, this is a 
strategic, priority goal6,15 and is a matter of National Security6.

Vulnerability: a weakness or error 
in a computer system that may 
be taken advantage of by a threat 
and, hence, may be exploited by an 
attacker. Although vulnerabilities 
due directly to technology may be 
lessened by installing updates, it is 
not always possible to correct them. 
If not corrected, they represent 
potential targets for cyberattacks.

In 2021 alone, Spain received and processed thousands of cyberincidents10,16,17, which also gives an idea of the 
Spanish system’s capability18 to detect attacks. It is estimated that around 28% of the population has experienced 
a cybersecurity incident19. The estimated global cost of cybercrime exceeds the cost of drug trafficking worldwide1, 
although given the difficulty of its quantification, figures can only be approximate20,21. The National Cybersecurity 
Plan (2022-2025) has been funded with slightly over €1 billion15, and the growing cybersecurity market is estimated 
to reach €2 billion in 2024 nationwide22.

Technology and resilient societies

Technology and Internet-related protocols are not 100% secure. They are based on a strategy of ongoing development 
that leaves the door open to potential cyberthreats23. Added to this is the marketing of technology that has generally 
not made cybersecurity a priority in its development nor in its value proposition4.

Cyber resilience: the ability to 
prepare for, absorb, recover from 
and adapt to the harmful effects of 
cyberattacks. The aim is to continue 
with economic and social activity 
so that, despite a cyberattack, the 
systems, services, industry, etc. 
continue their normal or partial 
operation.

The result is that it is impossible to avoid all attacks and hence, the concept 
of cyber resilience1,23–25. This goal requires a transversal approach that will 
strengthen the main layers that make up cybersecurity: the technological layer, 
the human layer, and the processes that connect them. Digital society includes 
infrastructures, services, industry, public administrations, homes, people, etc. This 
complexity requires technological safeguards to be coordinated and integrated 
into an organisational layer (governance)1,26,27. In this respect, social wellbeing 
requires a strategic, legal and regulatory framework that covers technological 
progress, considering its evolution and mainstream nature. It must also include 
aspects pertaining to people such as training or ethics, as well as trust between 
the different agents.

*This note does not deal with the subject of disinformation, nor does it provide an in-depth study into specific issues such as self-driving cars or the fight against 

cybercrime.

The complex and ever-changing ecosystem of cybersecurity

Constant, quick-paced technological developments may render many response mechanisms obsolete, such as 
legal instruments, sometimes even before they have been implemented28,29. Cybersecurity is developed in a digital 
setting, cyberspace, where many technologies interact in a complex mechanism, along with various agents, whose 
actions have a huge impact on society1.

Graphic abstract
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A digital society reliant on ICT

The general reliance on ICT increased during the COVID-19 crisis, mainly due to the escalation of remote work and 
the heavy digitalisation of public administrations10. This change brought with it an increased number of cyberattacks, 
a phenomenon that has been termed cyberpandemic10. On the other hand, it has also entailed an acceleration of 
Spanish digital development, which can be deemed positive30,31.

Society is advancing towards an increased level of interconnection and globalisation: geographical borders dissolve 
in cyberspace, leading to significant jurisdictional challenges32,33. Nowadays, everyday objects, from watches or 
appliances to essential services or critical infrastructures such as the electrical grid, are liable to be connected to the 
internet and to devices. They are, therefore, able to generate and transmit data (datafication)1. This gave rise to the 
concept of smart services, such as transportation, the health system or the electricity and water supply, among many 
others. These aim to benefit all of society, adapting to the reality of users (consumer data, personalised preferences, 
etc.) or other parameters of interest (efficiency, sustainability, security, etc.)34,35. Therefore, citizens should be both at 
the centre of digital services and of information generation and transmission1.

Digitalisation has a transversal effect on states: defence, digital infrastructures, transportation, finances, health, 
energy, public administrations and a long list of others11. Critical infrastructures and supply chains are particularly 
important as they provide services that are essential to society36–38 (Key points 1). The computer attacks they are 
subject to may have serious consequences; therefore, they are deemed a global risk39. There is ample evidence on how 
to improve cybersecurity40–42. A large portion of the progress focuses on improving cyber resilience1,43, understood as 
the existence of a plan for prevention, response and recovery that will mitigate attacks and assist in a full restoration 
afterwards, as quickly as possible, maintaining service continuity43.

Key points 1. Essential services44: Critical infrastructures (CI), industry 4.0 and supply chains
CI in Spain are grouped into 12 sectors38 (from most to fewest attacks in 2021)45: energy, tax and finance, water, 
transportation, ICT, chemicals, nuclear, space, food, public administration, health and research.
Nowadays, a large part of CI and industry are based on open, interconnected cyber-physical systems that are part 
of a globalised production model. In addition to the information systems and operations networks for industrial 
production, operational technology (OT), that interconnect the various production elements in a plant (sensors, 
controllers, regulators, etc.), there are also corporate information technology (IT) systems of each industry46. Based 
on this traditional information architecture, industry is currently evolving towards a new production model that 
relies on the intensive use of new technological tools (such as Big Data, the Internet of Things and cloud computing, 
among others; see the section “The technological mechanism of current cyberspace”) leading to new cybersecurity 
challenges46. This is called industry 4.0, which is more vulnerable to cyberattacks37,47–49 and to cybersecurity 
challenges36,37,40,42,50,51. Indeed, the number of cyberattacks on CI is growing at an alarming rate in Spain (2022)16. 
Another consideration is that the supply chains, in which various types of companies with very differing levels of 
cybersecurity usually participate, are a channel that is vulnerable to cyberattacks and increasingly exploited, but 
are also essential to the normal operation not only of CI but of the economy as a whole52,53. In cybersecurity these 
include a wide array of resources (hardware and software, such as chips or management programmes, among 
others), external computing and storage (cloud-based) and distribution and management mechanisms (web 
applications, online stores)52. Internationally, there were significant CI attacks, such as the one on Colonial Pipelines 
in the United States, which affected the petrol supply and even its price nationally54. Likewise, the recent attack on 
SolarWinds is proof of the importance of cybersecurity in supply chains55.
Comprehensive management of industrial cybersecurity must be approached from different operational, legal 
and institutional angles46. The EU has considered the need to move forward in identifying potential vulnerabilities 
and reviewing legal and governance mechanisms, as well as technological means37. Some experts indicate the 
need to resort to the technical guidelines, standards and methodologies offered by standardisation agencies and 
authorities on industrial cybersecurity46.

The technological mechanism of current cyberspace

Current ICTs are based on distributed systems, comprised of numerous devices that are interconnected between 
themselves and to the network. We must bear in mind that 95% of Spanish homes have Internet access56 through 
portable and personal devices (mobile phones, computers, tablets, etc.). Moreover, the Internet of Things (IoT) requires 
special attention. It constitutes an extensive cybernetic and physical ecosystem of interconnected platforms 
(millions of devices57), where different types of sensors collect, exchange, and process a large volume of data from 
the environment. This allows devices to make autonomous decisions that are dynamically adapted to the context58.

The IoT connects the digital and physical worlds, creating smart ecosystems and 
offering innovative solutions in all fields59. These are found in homes (appliances, 
smart devices, etc.), public areas (smart city infrastructures, transportation, etc.), 
industry 4.0 (see Key points 1; industrial IoT) or even in human bodies (medical and 
health monitoring devices)60–64. Advanced public networks such as 5G65 must be 
deployed in order to support the complex mechanism of interconnected systems 
and to manage the massive data flow typical in cyberspace.

External computing systems, such as cloud-based computing services1,34,66, are 
used for storing and managing the huge amount of information generated. There 
is an extremely high worldwide dependence on these services, which makes their 
security a critical issue67. Despite the delay in 5G deployment in comparison to 
EU68 forecasts, scientific efforts69 throughout Europe70 and in Spain71, have already 

5G: refers to the 5th generation 
of technology used in mobile 
communications (direct development 
from 4G). Among other improvements, 
it allows for a higher capacity and 
differentiation in managing users, 
transmission speed and very low 
latency (response time).
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set their sights on the next generation of 6G communications networks. 

All this means that the attack surface (possibilities and points of attack) is 
constantly increasing and that classic mechanisms based on an isolated control 
of the systems (perimeter security) are inadequate1. Additionally, every day large 
amounts of data are generated that can be shared, consumed, sold and stored 
anywhere in the world by companies or public institutions (Big Data)72,73. This 
constitutes a significant economic activity74 and its rapid growth has highlighted 
that its security, privacy and control are, in many cases, inadequate75–77.

Cloud-computing service: digital 
service based on a pay-per-use 
model that allows access to a 
modular and elastic set of shareable 
computing resources (among others, 
software licenses, processing and 
memory capacity, storage).

Threats and agents
The amount, variety, sophistication and danger of the attacks (Key points 2) are constantly increasing in Europe 
and Spain10,16,78,79. Cybercriminals no longer require advanced computer skills: attacks have become industrialised 
and automated, and cybercrime is quickly increasing towards on-demand79,80 business models. The only thing 
necessary to start a denial-of-service attack is Internet access (Key points 2), for little over 5 euros1. Reasons such 
as losing at a videogame or avoiding having to take an examination are examples of motives for a cyberattack81,82. 
In Spain, cybercrimes were around 16% of the total national criminal activities in 202016,45 and 2021. It is essential to 
establish legal measures that encourage and facilitate their pursuit to strengthen guarantees for citizens’ rights6.

Key points 2. Common methods and types of cyberattack
Cyberattacks usually attempt to exploit a system vulnerability, a configuration failure, a user’s lack of precaution 
or a wrong decision or, commonly, a combination of all these83. Despite the wide diversity of attacks, many of 
them are combined or complement each other.
Denial-of-service attacks: These are one of the most common types of attack, specifically distributed denial-
of-service (DDoS). Internet traffic towards a system, application or machine is overwhelmed (e.g., requests 
for information or emails), disrupting normal operations40. By method, they can be created through botnets, a 
network of computers or devices (IoT, for example) connected to Internet (bot) and controlled remotely by an 
attacker84. Other common malicious uses of botnets are massive spamming or cryptocurrency mining. There 
were over 44,000 notifications to citizens from the Antibotnet17 system in Spain in 2021.
Ransomware: one of the most concerning types in recent years10. This attack method is usually based on a 
type of malware that blocks access to the system or to the data by encoding it until a ransom is paid, and it is 
recommended to not pay85. These attacks are increasingly sophisticated (human-operated ransomware) and 
double extortion is common (an additional payment to prevent data from being made public)10.
Attacks on remote access systems: an increasingly common attack method10 fostered by remote working.
Phishing: attack based on manipulation through social engineering (impersonation of a legitimate institution 
or identity) by email or other messaging systems, to steal private information, charge an amount or infect the 
device. Typically, emails are sent (spam) with attached infected files or links to fake sites86. This has become more 
sophisticated with corporate phishing (such as the CEO fraud, among others)10.
Web attacks: an attack method based on the malicious or fraudulent use of websites. For example, impersonating 
websites or applications, or modifying real sites or apps to allow the installation of malicious programmes, among 
many other tactics40.
Advanced persistent threats (APT): this is an attack method created and defined specifically to attack 
a particular company or government and has a specific goal. This method employs continuous, clandestine, 
advanced cyberattack and infiltration techniques to access a system and remain hidden for an extended 
period, to gain detailed knowledge and system privileges and to remove evidence in order to extract information 
(cyberespionage) or with potentially destructive purposes87. It may include some of the previously mentioned 
types of attack. APTs are increasingly common in Spain, and they are the most sophisticated and feared types of 
attack10, especially for critical infrastructures41,88.

The criminal activity in cyberspace that affects individuals and companies is varied and includes traditional crimes 
that are perpetrated using ICT, as well as other methods that rely on ICT89. Among the former is fraud, on the rise 
in Europe90, and distribution of illegal content (child pornography, etc.). It is estimated that in Spain, around 70% of 
internet users were exposed to a fraud situation in 20217, and along with malware, these are the threats that most 
affect citizens and the private sector17.

Although there is a legally consolidated taxonomy to classify types of cyber incidents in Spain91, classification of 
the actors committing them does not have clear definitions89. The usual criterion for classifying the actors is their 
motivation. These are not closed categories, as motivation may vary or combine with other groups92. The most 
common and active group is cybercrime1, which in essence pursues economic gain. It is comprised of a wide 
variety of agents that range from highly trained professionalised structures, which are similar to those of organised 
crime, to individuals.
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The remaining categories may be less common, but they have the same or worse 
impact than cybercrime. The state-sponsored actors may be state agencies or 
groups that work with the backing or under the control of states, and are usually 
highly trained, with ample resources. Their actions are aligned with the geopolitical, 
economic, and strategic interests of the “sponsor” state1. Part of their activity 
can be linked to cyber espionage, of an economic, industrial, political, or other 
nature1,92,93,93,94, which is a serious threat to national economic development and 
national defence95. Other important categories are the activities by hacktivist 
groups, insiders (by impersonation or own decision) or cyberterrorism. The former 
is motivated by social movements1, although recently there has been an increased 
economic interest of an individual and vandalic nature92.

There is also a wide range of opportunistic actors who are not highly skilled (known 
as script kiddies), who perform illegal activities that negatively affect third parties, 
and who can also evolve towards criminal profiles1,96. In general, they are supported 
by or develop around clandestine forums. They are quite common, have a negative 
impact on digital society and entail significant economic consequences, although 
they are scarcely recognised and poorly defined. They may be linked to economic 
or sexual scams, to the use or sale of tools for attacks or of unauthorised private 
third-party material96.

Hacking: The origin of the term 
hacker is not related to cybercrime 
activities, and the fact that the two 
are often linked in Spanish is due 
to a misuse of the term. A hacker 
is simply a person who is highly 
skilled in the use of any system 
(machine, device - not necessarily 
a computer),with the purpose 
of enhancing it or for fun. From 
a perspective of hacktivism, the 
term hacking can be understood 
as an activity that involves 
manipulatingthe normal behaviour of 
equipment and systems. It analyses 
the security and vulnerabilities 
of computer systems. Its goals 
may be to strengthen security 
or to maliciously take advantage 
of security breaches or system 
vulnerabilities.

Undesired impacts

Cybersecurity affects national security, public security, and the safety of both individuals and companies97, to the 
extent that cyberattacks can even destabilise a country4, as in the recent case of Costa Rica98. The most well-
known impact is the financial cost of cyberattacks. However, the economic impact is much more complex20,21. It goes 
beyond the monetary aspect and entails a large amount of direct and secondary repercussions. Some of the effects 
on companies, institutions or states1 are those derived from damaged reputation, lost competitiveness, temporary or 
definitive cease of services or activities, indirect losses and collateral effects on people or structures, among many 
others20,21,96. To give an idea, 60% of the European SMEs that are victim of a cyberattack disappear99. Experts have 
indicated the need to develop the field of cybersecurity economy and take an in-depth look at its inherent incentives 
and risks21 and the important debate on investments, both by the public and private sectors100,101. This would provide 
a more accurate and in-depth insight into the little information available on the economic impact.

Along these same lines, computer attacks also have the potential to cause serious social and personal effects, ranging 
from physical to psychological102–104. The attacks can also be aimed against the integrity of infrastructures, with the 
resulting harm to people42. A lack of cybersecurity in technology may entail the loss of citizens’ trust and, therefore, 
limit or halt digital development1. For this reason, new services and opportunities, in addition to being innovative, 
must be based on secure and resilient systems.

Governance: processes for a resilient society.

The international framework and the European context

In addition to commitments derived from its membership in the European Union, Spain has international undertakings 
and obligations regarding cybersecurity and cybercrime that must be included within the governance framework 
(Key points 3).

Key points 3. International framework o internacional 
•	 The Budapest Convention (signed in 2001)105 is at the heart of the international framework for cybercrime. This 
was ratified by Spain in 2010106, and it has a second additional protocol (2021) also signed by Spain (2022)107 and 
backed by the EU108. Internationally, there are various frameworks that attempt to promote the proper use of ICT by 
states, to prevent the increasing use of criminal cyber operations from affecting international peace and security. 
The following are just a few examples of various approaches (national or international recommendations):
•	 Since 1998, the United Nations has been working on developing measures that set out the framework for 
responsible behaviour by states regarding misuse of ICT. The work by the various task groups (government experts 
panel and open group) has led to two consensus reports109,110.
•	 The 16 measures proposed by the Organisation for Security and Co-operation in Europe (OSCE) to enhance 
confidence-building measures and reduce the risks of conflict stemming from the use of information and 
communication technologies111. These measures are designed to increase the foreseeability of cyberspace and to 
provide specific instruments and mechanisms to avoid a lack of understanding.
•	 The Tallinn Manual on the International Law applicable to Cyberwarfare112 was developed by an International 
Group of Experts and published by the NATO Cooperative Cyber Defence Centre of Excellence.
•	 The “Paris Call” is a declaration of common principles and values to make cyberspace a free, safe and open 
place. Aimed at fortifying trust and security among the different actors, it was ratified by all EU member States and 
the United States of America, among others113.
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The Spanish legal system and, therefore, governance of cybersecurity, is linked to EU regulatory initiatives (directives 
and regulations) and public policies. European technological and digital sovereignty is based on the combination 
of technical capability and legal security to generate a trustworthy environment114. The EU Cybersecurity Strategy 
aims for a global, open and secure Internet. To achieve this, it principally focuses on developing public policies and 
regulatory instruments (Key points 4), as well as investment mechanisms39.

Key points 4. The major EU regulatory umbrella
The European Union Agency for Cybersecurity (ENISA) is dedicated to achieving a common high level of cybersecurity 
across Europe115. The EU also has agencies that contribute to the security of the ICT infrastructure of all European 
Union institutions, bodies and agencies, and coordinate with the member States, such as the Computer Emergency 
Response Team for the EU (CERT-EU)116. The EU has also developed a wide range of policies and regulations that 
directly or transversally address cybersecurity issues1. Along with the EU Cybersecurity Strategy (the current 
one dates from 2020)39, there are the Directive on Network and Information Security (NIS; 2016)3, the General 
Data Protection Regulation (2016)117, the creation of the European Cyber Security Organisation (ECSO, 2016)118, the 
Cybersecurity Act (2018)4, the European Data Strategy119 and the Data Governance Act (2020)120.
The NIS Directive is currently being updated to NIS2 (2022)121. There is also a complementary regulatory package 
under development that includes the proposals for operational resilience for the financial sector, the Digital 
Operational Resilience Act (DORA)122, from the Directive on Resilience of Critical entities (RCE) and from the new 
Regulation on the Framework for a European Digital Identity (eIDAS)123. Some regulations may affect cybersecurity 
indirectly, for example, through market practices, such as the Digital Markets Act (2020)124,125.
Other regulatory proposals on cybersecurity include the Artificial Intelligence Act126, or important packages being 
developed such as the Cyber Resilience Act127, that regulates terminal (especially IoT) and software safety, or the 
new Data Act128. The Regulation establishing the European Cyber-Security Industrial, Technology and Research 
Competence Centre and a Network of National Coordination Centres was also recently approved (2021)129,130. They 
are currently under development and their purpose is to play a proactive role in developing a common long-term 
strategy in industrial and R+D+I policies in the EU, and to retain and create technological and industrial skills on 
cybersecurity. In Spain, the National Security Council has appointed the National Cybersecurity Institute (INCIBE) 
as National Coordination Centre for the European Competence Centre131.

Some experts suggest that there are important challenges to the effectiveness of European policies on cybersecurity132. 
The challenges to European governance12,132–135 include those derived from the fragmentation of the regulatory 
framework and implementation of the cybersecurity strategy. There are also specific issues, such as improved 
coordination and standardisation, progress in technological independence and sovereignty, increased transparency 
in the implementation of public policies and the strengthening of user confidence, resilience and training.

The Spanish approach to cybersecurity

The Spanish governance structure is based on the National Security System 
framework with the competent institutions and authorities, and Computer 
Security Incident Response Services (CERT, CSIRT, SOC) on the one hand, and 
public-private cooperation mechanisms on the other6,101,136,137 (Key points 5). 
These institutions, in addition to assisting the government on cybersecurity 
issues, oversee coordination, collaboration and cooperation136. The competent 
authorities on cybersecurity for each sector promote the obligations, vigilance and 
enforcement of the sanctioning regime, where applicable. The CSIRT or CERT are 
the gateway for incident notifications to organise the pertinent response. Spain is 
the European country with the most CERT18.

Computer Emergency Response 
Team (CERT) or Computer Security 
Incident Response Services (CSIRT). 
Although the acronyms are used 
interchangeably in Spain, there is 
a difference in the terminology. 
For cyberattack detection and 
response activities they are also 
similar to what are known as Security 
Operations Centres (SOC) in Spain.

The National Security Scheme (ENS2, by its Spanish acronym) was recently updated regarding cybersecurity149 and, 
in recent decades, the regulatory framework has continued to evolve166. Spain has a Cybersecurity Rights Code 
that contains all regulations on the issue167. Despite this, the National Cybersecurity Forum has highlighted the need 
for public authorities and the private sector to share a vision and strategic forecast in regulatory matters168. These 
matters are necessary to define the discussions and position both nationally and internationally.

In terms of public perception, statistics on social confidence in Internet or the attitude of citizens towards cybersecurity, 
Spain ranks slightly below the European average19,169,170. Along these lines, data from 2021 show that around 40% of 
users consider it difficult to access information to browse safely, and 80% consider that the government should be 
more involved in improving security7. Despite this, the commitment to digital development and national cybersecurity 
was positively rated by several international indicators171,172. Specifically, the legislative framework, capabilities for 
development and the cooperation of the Spanish system were highlighted as strengths56.
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Key points 5. Cybersecurity organisational structure in Spain and main actors.
Spain’s cybersecurity governance is based on a plural and somewhat fragmented structure, unlike other models 
that are centralised around a competent national authority137–139. Although some national private sector actors 
have expressed their preference for a centralised structure140, international studies point to advantages and 
disadvantages to both models nationally and within institutions135,141–143. The recent changes to Directive NIS91 

implement plans for centralised aspects, such as the creation of a National Platform for Notification and Monitoring 
of Cyberincidents (“one-stop-shop”).
Strategic actions by the Government and Law Enforcement Agencies are contained both in the Strategy (2019)6 and 
in the National Cybersecurity Plan (2022)15 and the Strategic Plan against Cybercrimes (2021)144. The National Security 
Council (CSN, by its Spanish acronym), the Situation Committee (in the event of a crisis), the National Cybersecurity 
Council (CNCS, by its Spanish acronym) and the Permanent Cybersecurity Commission are all integrated in the 
framework of the National Security System6. Of these, the CNCS is the agency that assists the CSN on cybersecurity 
matters. It contains the competent authorities145, as well as regional representatives and representation from the 
private sector when necessary136. Government-Autonomous Community cooperation is also deployed through 
the Sector Conference for National Security Affairs146. On the other hand, the National Cybersecurity Forum is the 
agency that unites society on cybersecurity issues. It is coordinated by the National Security Department, under 
the CSN umbrella and encourages public-private collaboration and a culture of cybersecurity, among many other 
goals147.
The main actors who also include the Computer Emergency Response Teams (CERT) nationwide in their 
organisation136, are:
•	 National Cryptology Centre (CCN, by its Spanish acronym)148: Part of the National Intelligence Centre 
and under the Ministry of Defence. It is responsible for cybersecurity within public administrations. Among its 
many duties are the national coordination of technical responses to cyberattacks, and it oversees training and 
awareness-raising activities149 in the public sector. It also acts as the Certification Agency for the National Strategy 
for ICT Security Assessment and Certification149.
•	 National Cybersecurity Institute (INCIBE, by its Spanish acronym)150: working under the Secretariat of 
State for Digitalisation and Artificial Intelligence of the Ministry of Economic Affairs and Digital Transformation, it 
is responsible for developing cybersecurity and the digital trust of citizens, the Spanish academic and research 
network, professionals, companies and strategic sectors. Its activity is based on research, providing services and 
coordination between other agents.
•	 Joint Cyberspace Command151: under the Chief of Staff for Defence (Ministry of Defence), this is the 
operational structure organisation in charge of cybersecurity, military response and national defence.
The Office for Cybersecurity Coordination of the General Directorate of Coordination and Studies takes care of 
the operational coordination duties for information exchange with the EU and member states, and of technical 
coordination between the Secretariat of State and the agencies under it. It is also the specific communication 
channel between this Secretariat and the national reference CERTs152. The National Centre for Infrastructure 
Protection and Cybersecurity (CNPIC, by its Spanish acronym)38 also has responsibilities in security, including 
cybersecurity, within the field of critical infrastructures, and it is under the Secretariat of State for Security (Ministry 
of Home Affairs). Other two significant actors are: the Centre for Cybersecurity Operations of the General State 
Administration and its Public Agencies153–155, and the CERTs and regional cybersecurity centres (such as Andalusia, 
the Basque Country, the Valencian Community or Catalonia, among others)156–159 which are integrated in the National 
Network of Cybersecurity Operations Centres (RNS, by its Spanish acronym, National SOC Network)160. The last 
ones include the participation of both private and public sectors and are promoted by the CCN.
National Law Enforcement and Safety Agencies, under the Ministry of Home Affairs, include the Technological 
Investigation Unit which works as the Prevention Centre and E-Crime Response of the National Police (comprised 
of the Central Brigade for Technological Investigation and the Central Brigade of Computer Security) and the Online 
Crime Group of the Guardia Civil136,161, in addition to several regional units and agencies162–164. The Cybersecurity 
Coordination Office165 coordinates the various actors of the Ministry of Home Affairs.

Collaborative networks and coordination

Cybersecurity requires a common culture of close collaboration and international trust between governments, but 
also between their administrations and the private sector1,6,39. The latter runs most of the essential services and is 
key to facing the challenges posed by digitalisation and the implementation of new technologies in Spain and at 
international level25,101,139,139,173–175. This aspect is also noted in a national prospective study139. Europe has highlighted 
that the development of connected and resilient services and products requires close cooperation regarding the 
internal market, law compliance, diplomacy and defence25,39.

An attack may propagate until it has international effects, beyond the target for which it was designed48. For example, 
the NotPetya ransomware launched against Ukraine in 2017 affected critical infrastructures around the world176,177. 
This is why the EU is seeking a common cybersecurity framework, based on technological, regulatory and governance 
cooperation and coordination, that will guarantee the coherence and alignment by Member States in their actions and 
cybersecurity policies1,25. Among other response mechanisms to large-scale attacks, particularly those sponsored 
by states, the EU has a cyber diplomacy toolbox, aimed at containing conflicts between actors-States178. This is an 
especially critical issue considering the international framework.

Most experts coincide in that the Russian invasion of Ukraine covers a wide range of cyber-operations that infringe 
the international framework179,180. Nationally, the government has considered the conflict as a threat that requires 
a strengthening of cybersecurity181. In recent years, in addition to defence capabilities, countries, including the 
European framework25,39, have been developing an active cyber defence that can train in offensive skills to act as a 
deterrent40,182–185. Although international efforts are mainly focused on preventing malicious uses of ICT (Key points 
3), some papers point out the need to define legal limits regarding the so-called cyber weapons, such as already exist 
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for other types of weapons (mass destruction, etc.) outside cyberspace177. Some recent studies show that countries 
(such as the United States or the United Kingdom) do not usually respond forcefully to attacks made by actors-
States186. The risk of doing so is complex and quite difficult to quantify (mistaken attribution, unforeseen effects, 
escalation of actions, etc.) and contained actions (public attribution, economic and/or diplomatic sanctions, among 
others) or of a diplomatic nature are usually resorted to178.

To collectively strengthen cyberintelligence, information on the threats must be shared during and after an attack. This 
requires coordination between the various actors (agencies in charge, administrations, infrastructures, businesses, 
etc.) that intervene both nationally and internationally1,39,173,187. In addition to increasing transparency, this hinders 
threats from migrating between territories (or institutions, essential services, businesses, etc.) and allows for early 
containment of the threats. However, the EU’s collective conscience and the public and private business sector 
must be fortified, and incentives and confidence mechanisms should be generated to this end25,39. For example, in 
some fields, the will to collaborate may be reduced due to the reputation damage that the attacks could cause188. 
Research is being conducted to improve and promote methods for sharing information in a secure, dynamic and 
private manner39,187,188.

Experts have also indicated the need to improve vulnerability management in 
order to encourage transparency and cooperation. It is especially relevant on 
zero-days, which are openly bought and sold on Internet1. Developing Europe-wide 
policies for a coordinated revealing of vulnerabilities could contribute to this189 and 
is a common practice in other countries (the United States, France, or Belgium)189 
which is under development in Spain189 within an already existing framework190. 
Spain also has mechanisms for communicating vulnerabilities, including zero-
day191,192. Ethical hacking, usually conducted by cybersecurity researchers, can 
help manage vulnerabilities193,194. There are recognised associations in Spain, but it 
is not regulated nationwide193.

Spain has two independent platforms for the distribution of cyberintelligence195–197. 
It also encourages internal and international cooperation and coordination6. At 
a national level, these aspects have been fortified, for example, by the Security 
Operations Centre for Cybersecurity (SOC)160,162 or the National Cybersecurity 
Forum (Key points 5). Internationally, Spain is committed to developing an open, 
plural and safe cyberspace by collaborating in international forums, conventions, 
databases and organisations, and bilateral cooperation6,198–200.

Confidence components: technological sovereignty and security by 
design

Zero-day vulnerability: a 
vulnerability that has just been 
discovered, usually after the 
launch of a product, programme or 
operating system, that still does not 
have a patch to fix it.

Ethical hacking: this is hacking that 
is instigated by clients who request 
the service to analyse the security 
and vulnerabilities in their systems. 
They imitate an attacker, but without 
the malicious intent. 

Strategic autonomy: The concept 
includes the EU’s aim to take more 
responsibility for its own security, 
reducing asymmetrical dependence 
relations in critical sectors, and 
strengthening its capabilities 
to establish and implement its 
own agenda and priorities. This 
is based on the idea of a current 
state with a degree of vulnerability, 
dependence and gradual loss of 
power or sovereignty in certain 
areas, to achieve better resilience, 
symmetrical interdependence 
relations and more power or 
autonomy.

The scientific community has indicated the importance of developing regulatory 
frameworks that consider the security and privacy of products, systems, etc., both 
before1 and after marketing them201,202. Europe is situated in an ICT environment 
dominated by third countries in investments and patents1. This could hinder 
the use of trustworthy technologies with confidence203. For this reason, the 
main cybersecurity actors135 and the EU39,76,204 consider increasing technological 
sovereignty a central issue. Fortifying the technological capacity and independence, 
from a technical or regulatory perspective, may promote collaborations that are 
more egalitarian and complementary with third countries76,114,204. Communication 
networks such as 5G and developing software are two examples of technology at 
the core of ICT that illustrate this situation.

Deploying 5G technology requires cybersecurity adjustments205,206 and better 
harmonisation of the criteria followed by the member states in cybersecurity68. 
In alignment with the United States, the EU has highlighted the possibility of 
limiting the participation of several companies that are considered a risk, due to 
their relations with third countries, to limit the risks associated with the supplier/
implementing company68,206. This has been included in Spanish legislation207. The 
EU has also identified the need for an approach based on strategic autonomy 
in technological development, among other fields, which adapts to the current 
geopolitical scenario208,209.

Although many challenges exist in software and hardware security10, there is 
common agreement on the need to approach it as a central element from the 
initial concept and throughout development4. This is the so-called security by 
design and by default, which must be extrapolated to all areas of ICT, whether 
devices, systems or infrastructures1,211–213. It must also consider the full life cycle of 
technology, adapting to possible updates, changes in environment or regulatory 
developments210. The European Union recently launched a legislative initiative so 
that products with digital elements will horizontally consider cybersecurity from 
the design stage214. The preferential use of open-source software and hardware215 

and the implementation of certification systems are other steps that could 
strengthen security and confidence in ICT1,4,216, although there are still significant 
disagreements and challenges surrounding these issues1,28,217–219. 

By design and by default: refers 
to privacy or security. It consists 
of implementing technical and 
organisational steps (processes 
and staff training) from the start 
and at each step of data processing 
operations or in the design and 
development of technologies to 
safeguard the privacy and security 
of the data and people, and to 
do so by default, in other words, 
in all cases. This is a change from 
a reactive to a proactive model, 
where security or privacy are not an 
addition, rather an inherent part of 
the design and development.
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Certification and compliance

Certifying and standardising cybersecurity can be considered as the first line of defence to reduce threats before 
marketing1,4,220. These are processes that improve confidence and can refer to products (IoT, software, etc.), services 
(such as cloud storage and computing), processes (administrative and management aspects, among others), 
systems, organisations or companies, and even knowledge (people)149,221. Some data from the private sector suggest 
that companies which do not hold certifications suffer a higher percentage of cyberincidents222.

Given the above, this is a strategic and international leadership issue for the EU39,114,223, and it is also considered a key 
aspect for the other actors135. However, its complexity, due to the constant evolution of technology (updates, etc.) 
and of the threats themselves, does not allow the implementation of static, fixed frameworks, as in other sectors. The 
EU is working on the creation of a common framework for standardisation and certification4,127,224 that will reduce the 
current fragmentation219,225, costs and certification time for companies offering ICT-based products and services. 
This issue is already being developed both for cloud-based services226 and for the 5G deployment227, and it will 
continue to progress towards other domains. Regarding consumers, the actors involved, and the expert staff have 
proposed the possibility of implementing a labelling system1,217,224,228, similar to that of energy labelling. The goal is to 
allow users to easily recognise product security level.

Nevertheless, there are significant challenges that require progress in this field1,135,217,219,225,229. Principally, they are 
associated with competitiveness, based on the cost-profit ratio and processing time for certification, or with the type 
and level of certification, which may range from voluntary declaration to mandatory certification processes under an 
external agency. In addition, there are aspects related to governance, in other words, who certifies, and to the need 
for updates during the life cycle, or component certification (each part of the products and systems) in supply chains. 
Through the Resilience Act, currently being developed, the EU aims to establish common cybersecurity standards for 
the software and hardware products being marketed, focusing particularly on the devices used in critical applications 
and in IoT127,230,231. In Spain, the public agencies or companies that currently provide such services and are under the 
scope of the National Security Plan, have the Catalogue of ICT Security Products and Services (CPSTIC, by its Spanish 
acronym) which offer verified security guarantees232.

An equally important aspect for guaranteeing confidence in ICT refers to compliance with security criteria233. A 
company could commit to producing security patches for an IoT device for months, years, or not do so. Therefore, 
it may be beneficial to define the cybersecurity responsibility of the actors involved, even after a product is 
marketed1,12,234,235. To encourage these processes, part of the scientific community suggests that control systems and 
incentives need to be implemented that favour good practices1 and promote cybersecurity as an investment and 
not just as an expense236.

People at the heart of Cybersecurity

Cyberculture and training

It is estimated that 95 % of cyberincidents are linked to human error8, due to either lack of knowledge or lack of interest. 
In general, people’s lack of knowledge has been blamed as a factor that weakens cybersecurity in states237. Citizens 
and civil society are co-responsible for national cybersecurity238, therefore, awareness and training are essential in 
order to progress towards a more resilient ecosystem4. Recent studies have indicated a certain level of disconnect 
between the various initiatives aimed at raising awareness, as well as lack of knowledge among the population in 
general in Spain238. Around 50% of the population are not aware of the main cybersecurity campaigns and the same 
proportion consider that they need training in this field7.

Scientific evidence shows that awareness-raising activities and programmes are 
not always effective239,240. Thus, to strengthen the level of cyber hygiene and a 
culture of cybersecurity, programmes should be developed based on specific 
problems, aimed at specific audiences241 and supported by scientific evidence on 
behavioural changes240,242,243. It is also necessary to implement assessments that 
measure the effectiveness of the actions taken towards progress238. The National 
Cybersecurity Forum stresses the need to evolve from awareness to commitment, 
and to promote cybersecurity training suited to market demands221.

Cyber hygiene: routine steps for 
using ICT to remain protected from 
the threats and risks that exist in 
cyberspace.

In Spain, the CCN and INCIBE offer awareness-raising and training programmes, both general and for specific 
sectors244–247, including vulnerable groups such as children or people over 6017,248,249. They also offer or participate 
in programmes to promote cyberculture and talent recruiting, such as CyberCamp, the ATENEA platform or the 
Talent Hacker programme, among others250–252. However, there is a shortage of professionals who are qualified in this 
field22,253,254 , which in Spain was estimated at around 24,000 workers in 202122. This deficit limits productivity and is 
more apparent in contexts where it is more difficult to access cybersecurity, such as SMEs99,255.

Although Spain has initiatives aimed at bringing cybersecurity to SMEs256, experts indicate that it may be useful for 
this access to be provided and channelled by the agencies or entities that are closest to these companies, such 
as business and sector associations, considering the wide diversity of the sector221. It is a matter of competence, 
not only of security. Companies that are part of the supply chain for critical organisations or participate in tenders 
to provide services to public administrations will be affected by upcoming regulations121,127, which may change the 
requirements for these activities and limit access to them.

On the other hand, the data shows a significant gender gap in the technological sector, specifically in 
cybersecurity22,257,258. Nationally, 18% of people specialising in this field are women22 and internationally, 24%259. It has 
been noted that sometimes technology incorporates and perpetuates structural inequalities, such as gender, sexual 
orientation, etc. that are present in society257,260,261. Promoting steps (regulations, economic incentives, talent training, 
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etc.) aimed at reducing the gap and increasing diversity from the early stages can be approached as an opportunity22 
for the sector, and as a means to anchor the principle of equality around cybersecurity258,260,262–264.

Regarding training, there are recommendations for including cybersecurity in the various non-university stages of 
the education system and vocational training238,253. This is already implemented in other European countries253,254,262. 
Data indicates that the proportion of cyberspecialists is increasing, that universities’ academic offerings265 are 
increasingly harmonised throughout Europe266, and this offer is consolidated and well developed in Spain255,267. 
However, there are difficulties in attracting and retaining talent. This is why papers on this issue point out that incentives 
should be improved, especially in a public context, including Law Enforcement Agencies268 and the research sector22. 
Internationally, the development of new capabilities is being linked to the creation of multidisciplinary centres and 
profiles that approach cybersecurity from a transversal perspective132,135,269–271.

Cyber rights

The right to use cyberspace freely and reliably, to use and consume technology and devices with security guarantees, 
and to contribute to it being so, is a shared responsibility6. In fact, many international experts relate it to fundamental 
rights272 and connect it, directly or indirectly, to states or other actors respecting Human Rights273. Some experts have 
stated that cybersecurity, or certain parts of it, may be deemed a public asset, although there are differing views 
on the matter274. In 2021 the Spanish Government approved the Digital Rights Charter, a non-regulatory reference 
framework aimed at guaranteeing and fortifying people’s rights in the digital world. It compiles the rights contained 
separately in prior rules and regulations, and contains the right to cybersecurity in section IV275.

The way in which cybersecurity is applied may clash with fundamental ethical values if it is not properly handled276,277: 
security, aimed at social and personal protection; privacy, associated with human dignity, controlling data and secrecy 
of electronic communications; justice, linked to equality, equity and the defence of civil freedom in cyberspace; and 
accountability. The scientific community has highlighted the importance of including and specifying in legislation 
on digital environments the ethical issues that arise, and not considering them as matters that are complementary 
beyond the legal scope278,279.

Technological abuse or mistreatment includes different forms in which technology, such as the IoT280,281, is used to 
harass, bully or control people280,282. Specifically, women and girls are the vulnerable groups most likely to be the 
victim of these types of attacks261,264. These include cyber bullying, cyber harassment, cyber espionage, invasion of 
privacy or physical or verbal intimidation, and a long list of others261,264. The European Parliament recognises gender-
based-cyberviolence as an extension of gender-based-violence with significant negative effects261. Although there 
are some recent studies that take an in-depth look at these aspects257,264,280–282, scientists and stakeholders point out 
that there is a lack of data on this issue and on the experiences of other vulnerable groups261.

Towards a safer technological ecosystem

Advances in research can lead to the development of technologies aimed at strengthening cybersecurity. They 
include new tools, such as those based on disruptive technologies, or improvements to existing tools.

Technological advances: safer devices and systems

System privacy and security are inherent to every single component. The most vulnerable or weakest element of 
a system determines the security level of the whole system (supply chain, systems based on ICT, communications 
network, intelligent devices, operating system, etc.). Thus, any element can be an access route  that may compromise 
the entire interconnected system. Overall, the causes limiting cybersecurity are related to a lack of economic and 
competitive incentives for improving devices or other products and services (because, among other reasons, users 
value other features more than reinforced security), fragmentation of the standards for manufacture, development 
or implementation and misuse of devices or systems, among others83.

In the case of IoT, the main causes are related to their low computing capability and the tight cost-profit ratio in their 
manufacture47,283. There is also a lack of secure configuration by default and of accessible mechanisms to verify 
and modify security and privacy conditions64,201. The IoT is currently considered as one of the most active domains 
of research in cybersecuirty47,61,284 (Key points 6). In the case of personal devices, such as mobile phones, which 
are particularly sensitive to privacy, cybersecurity shortage can be related to their composition, which is quite 
heterogeneous, and to the lack of better security and privacy controls83,285. Both aspects affect both hardware and 
software, including pre-installed or user-installed applications.

Key points 6. A safer Internet of Things
The Internet of Things is at the forefront of the worldwide digital transformation and of the economic changes 
it entails59. Research, development and innovation in this field are essential under the European prism59,63. In 
fact, the IoT is the access door for many attacks47,64,286. Regarding cybersecurity of IoT devices, most efforts are 
focused on developing light cryptography that is compatible with low capability systems287,288 and on certification, 
evaluation and control processes throughout the device life cycle that will allow for better security starting with the 
design4,217,218,289. There is also progress in the development of systems that allow remote updating of the firmware and 
software to correct vulnerabilities, a simple handling and knowledge of the state of security (such as security-by-
contract)201 and of manufacturers taking responsibility for these issues290. Work is also ongoing to improve threat 
and vulnerability identification using diverse techniques such as fuzzing291–293 and data compilation (for example, 
using decoy devices, commonly known as honeypots) and the subsequent development of models using AI286,292,294. 
Another significant research direction is to improve security interoperability295.
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An additional aspect to consider is cloud computing, which is based on the creation 
of intermediate nodes located closer to the points where the data is generated, 
such as in routers or communication infrastructures. These are added to the major 
processing and storage central systems, avoiding information having to travel to the 
cloud, reducing the response time or latency296. This is called edge computing, thus 
configuring the so-called IoT-edge-cloud continuum computing297. Even though 
this technology offers new opportunities to strengthen privacy and security284,298, 
it also entails a considerable increase in possibilities and points of attack. The 
cloud requires both technical and social and legal advances pertaining to security 
and privacy. Among these are aspects linked to shared responsibility within the 
client-service context, security and control over data, and even environmental 
responsibilities derived from the distribution of the nodes and servers and their 
energy sustainability (green computing)12,299–304.

Edge computing: refers to data 
processing, analysis and storage 
closer to where it is generated, 
allowing for faster analysis and 
response, almost in real time. It 
includes techniques known as fog 
and edge computing.

Data privacy and security

Privacy is considered a right and an essential democratic value305,306, so much so, that the Spanish Constitution 
establishes its protection regarding ICT307. The main relationship between privacy and cybersecurity is by guaranteeing 
the data confidentiality, integrity and availability1. The scientific community points out that there is no dichotomy 
between security and privacy308, quite the contrary, security is a pre-requisite for privacy, and vice-versa. When data 
is used more openly, techniques such as anonymisation and pseudonymisation or differential data privacy, among 
others, are employed to ensure privacy, although they limit the level of detail or information that we can extract 
(utility) from the data75,309,310. However, there is no universal solution that allows sharing data with the desired privacy 
and a high level of detail desired by all potentially interested actors75.

A lack of control over data and its marketing, deficient protection or the power derived from its accumulation and 
use, all affect privacy. These may have serious consequences for the population, reaching beyond an influence 
on preferences or individual behaviour. For example, these factors may contribute to interference in democratic 
processes, endangering opportunities (for a job, among many other cases), dignity, or even people’s integrity and 
mental health311–313. The relevance of these aspects is highlighted in environments that are most sensitive to privacy, 
such as the healthcare context314–316.

Although there are many options for protecting privacy73,305, a major part of research 
focuses on advanced privacy enhancing techniques (PET)73,317–321, where there is 
still considerable room for improvement322. Along these lines, cryptography and 
new continuous biometric authentication systems are being developed which, 
in turn, entail specific challenges28,72,323. Another line of research is personalised 
privacy protection28,298,317,322 and the development of mechanisms to delegate it to 
the user in a comprehensible manner298,317. The aim of these advances is that each 
system which processes personal data can also compile the preferences of the 
subject generating it. Advances in digital forensic analysis are also key to improving 
systems cybersecuirty315.

Consensus exists on the need to progress in identifying and collecting only data 
that is necessary, as well as its secure storage, access, transfer, processing and 
deletion34,72,73. Additionally, data confidentiality and privacy must be preserved 
throughout its life cycle (from origin to destruction)305. The EU324,325 approaches 
these challenges from a global perspective, based on privacy by design and by 
default305, in a common European space for its management326 and economic 
exploitation325,327. Spain shares this view on privacy328.

Digital identity

A digital identity is the body of information about an individual or organisation 
that exists online (data, images, records, news, comments, etc.) that constitute a 
description of the person in the digital sphere or cyberspace329. A distinction must 
be made between online identity and reputation. The latter refers specifically to 
what is said about someone on the Internet, not to who they are.

A digital identity allows individuals, corporations, or public authorities to be 
recognised and to act. In the corporate setting, this concept is usually linked 
to access control, privilege-granting strategies, such as zero trust, for a given 
system329,330. Although these issues are relevant to cybersecurity, the concept has 
a much wider scope331. On the one hand, it consists of what users do online, usually 
through multiple accounts with different services and on social media28,332,333. On 
the other hand, it also covers the legal identity of individuals and corporations in 
cyberspace. Therefore, we must achieve systems that guarantee a reliable and 
verifiable digital identity, which will also protect the rights (privacy, security, etc.) 
of their users322,329,334.

Privacy-enhancing technologies 
(PET): technology aimed at 
maintaining data privacy and 
security. There is a wide variety, 
including cryptographic and 
anonymisation techniques, federated 
learning or knowledge tests, among 
others.

Cryptography: field of study that 
covers the cyphering and coding 
of information using mathematical 
operations (algorithms) to prevent it 
from being read and interpreted if it is 
intercepted.

Continuous biometric authentication: 
based on continuous authentication (in 
real time) of a user’s identity employing 
biometric or behavioural traits.

The EU is committed to developing a digital identity that operates between countries and sectors (public authorities, 
health, banking, energy, digital services, education, etc.) using a portable digital wallet on mobile devices123,335. This 
wallet may compile information (age, identity, qualifications, health, etc.) on citizens, residents and businesses, to 

Zero trust: an Information 
Technology security concept that 
dismisses the idea of an internal 
“trustworthy” network and an 
external “non-trustworthy” network. 
It considers by default that no actor 
is trustworthy, whether they access 
from inside or outside the network 
perimeter. To this end it requires 
strict identification verification 
and an assignment of essential or 
minimum and well-defined privileges 
for each person or device that 
accesses a network’s resources.
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certify their identity, allowing control over the personal information that they share.

Safe development of a digital identity can generate profits for a country and 
facilitate, as in the case of Estonia, access to public health services, banking or 
electronic voting336. On the other hand, bad management can lead to identity theft 
and impersonation problems, with serious economic and social consequences. 
Additionally, there are many technological, legal, administrative and ethical 
challenges to its development329,334,337–340.

Finally, it is important to also highlight the need to develop secure and reliable 
digital identity systems for the IoT devices themselves341,342 because many of 
them can communicate on their own with other devices (machine to machine 
communications; M2M).

 Disruption and research
The implementation of certain technologies entails redesigning regulation, 
governance, technology, commercial or industrial frameworks343–345. This disruption 
is based on their capability to change the rules of the game applied to these 
frameworks. There are different technologies, at varying degrees of development 
and application, which have been labelled as disruptive1, given their potential to 
redesign and offer new services, strengthen, or even endanger cybersecurity.Some 
technologies have already been implemented to a certain extent, while their full 
potential is still being developed, such as artificial intelligence346. Others, such as 
quantum computing or quantum internet, employing computers and technology 
that operate based on quantum physics, are at a very early stage347,348. There are 
also technologies that have been developed but whose implementation and actual 
usefulness are still under debate such as distributed ledger technologies (DLT), 
and more specifically one of them, blockchain349–356. Although this is the one that has 
garnered most attention357, possibly due to its connections with cryptocurrency, 
there is some degree of dissent surrounding it (Key points 7).

Quantum internet: Future 
communications and quantum 
computing network, where information 
will be exchanged with full security 
through quantum bits (qubits) between 
different network nodes, which in 
turn will be comprised of quantum 
processors or sensors capable of 
measuring or computing without a 
classical comparison. This will allow 
the solution of much more complex 
problems. It is forecast for the network 
to be scalable globally through 
quantum transmitter stations which, 
by quantum entanglement, would be 
able to send information with no limit 
as to distance. Given the complexity 
of the technology still needed to be 
developed, this is a long-term goal.

Distributed Ledger Technology (DLT): 
is an electronic system or database 
managed by various participants (for 
example, inclusion of information such 
as economic operations, stocks, etc.) 
in a decentralised manner (there is 
no authority, such as a bank, who acts 
as a validator). Blockchain is the most 
popular type of DLT, and the one that 
has garnered the most attention.

Key points 7. Blockchain: dissent regarding its disruptive potential.
Blockchain technology is the best known of the distributed ledger technologies and the one with the highest 
potential357. Unlike the current paradigm, this technology allows for direct asset operations (money, cryptocurrency, 
bonds, intellectual property rights, information, etc.) or operations between parties (individuals or organisations) 
with no prior trust level between them. These are successively recorded as links of a chain, of which all network 
participants keep identical and accessible copies (nodes), providing the ledger with traceability and immutability358. 
There may be millions of nodes distributed worldwide, without hierarchy among them, which is why it is considered 
a decentralised system. Operations are certified or validated by the set of nodes, and not by a third party that 
centralises them (such as a bank, in the case of money)349,358. Its disruption is based on these features, conferring an 
ample potential to implement a new framework to manage trust and security in the handling of data or identities349,359. 
However, it being conceptually secure does not mean that its application has the same degree of security, hence 
the notorious level of dissent on these issues360.
Part of the scientific community questions the properties (immutability, decentralisation, etc.) of blockchain 
technology, its potential to reinforce trust, its advantages regarding existing technologies and, in addition, the 
significant challenges (governance, energy consumption, scalability, fraud prevention mechanism, etc.) to its 
implementation349–356,360. Blockchain applications have been proposed for most ICT (from the cloud to the IoT)361,362 

and sectors (agriculture, construction, logistics, finances, etc.)359,359,363,364. Smart contracts365–367 associated with 
this technology also have enormous potential. However, there is currently no consensus on their application at a 
general level or in public environments. The European Blockchain Services Infrastructure (EBSI) is attempting to 
progress on this issue in the public environment368. Spain participates with three nodes. One of them aims to apply 
blockchain in Spanish universities to verify academic credentials369,370.

Artificial Intelligence (AI)

AI and other statistical techniques for data analysis add new advanced methods in cybersecurity to detect and predict 
threats and improve resilience292,371–374. By analysing a system’s data flow, AI can detect patterns that are abnormal or 
associated with a certain type of attack, and even propose optimised response mechanisms. Consensus exists on 
the need to improve these applications to achieve the full potential of this technology, which may lead the way in the 
development of cybersecurity374–376. At the same time, the risks associated with AI that could make cyberspace more 
insecure have to be mitigated377. This sets technological, ethical and regulatory challenges that need to be addressed 
for secure implementation. The EU faces them through its own strategy and legislative development126,316,378.

AI opens the door to new types of attack374,376,379. On the one hand, the data and the mathematical base (algorithms or 
others) of AI can be maliciously modified to make a wrong decision. On the other hand, there are challenges inherent 
to the technology itself375,376,380–383. Among these are the development and use of systems that meet better criteria of 
security, trust, privacy and explainability. Data integrity and privacy must also be strengthened, as well as the ethical 
issues entailed in its use.
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New lines of work such as federated learning or swarm intelligence can improve 
the privacy of the data that is used and shared in AI384,385. Additionally, the 
combination of this technology with others such as quantum computing (quantum 
learning) opens the way to new forms of cybersecurity and information processing 
in the future386.

Federated learning: an artificial 
intelligence technique that enhances 
data privacy and security as it 
works simultaneously with several 
devices (the classic techniques are 
centralised) that contain their own 
local and private data.

Swarm intelligence: this is a branch 
of Artificial Intelligence based on the 
collective behaviour of decentralised 
or self-organised systems, whether 
natural (like a swarm of bees) or 
artificial (a set of devices).

Quantum technologies

Quantum computing opens the door to major progress in multiple fields66,348. Although some forecasts estimate 
around 10 years for it to be implemented387, not everyone shares the optimism about this technology and critics note 
the need for further evidence of its potential and development388. There are still major challenges, such as scalability 
or a reduction in the rate of errors, among others348,389.

According to scientific evidence, the disruptive potential for cybersecurity is based on quantum computers being 
able to crack a large part of the encryption systems (cryptography) that currently protect communications and 
data347,387. Therefore, efforts to manage the disruption it entails focus on developing post-quantum and quantum 
cryptography72,347,390–393. The former consists of the development of algorithms to encrypt information that can resist 
attacks from both conventional and quantum computers, and which can be directly integrated into conventional 
communications networks72,347,390. However, there is no guarantee that, in the future, the algorithms will be free of 
vulnerabilities or impervious to new attack methods that may be invented and affect them. The National Institute of 
Standards and Technology (NIS) in the United States has recently completed a worldwide process to develop and 
select these algorithms, so several options exist if one of them should fail.

Quantum cryptography is based on the use of quantum mechanics to confidentially transmit information, and it 
requires a major development and deployment of prior technology (quantum channels based on satellite and land 
infrastructure with fibre optics)72,393,394. Quantum key distribution (QKD) allows the exchange of encryption keys with 
unconditional security, in other words, not conditioned to the computing capability of a rival72. Therefore, it would be 
able to resist any type of attack from a quantum computer (known or unknown). This is an important guarantee for 
sensitive information whose confidentiality must be maintained in the long term, such as data pertaining to national 
security, government communications, industrial secrets, or citizens’ medical or personal information.

Quantum communication is a critical technology worldwide, which has significant strategic implications for the 
future388. Its practical development and implementation are closer than quantum computing and, therefore, the EU 
Quantum Communication Infrastructure (EuroQCI) aims to deploy its own quantum communications network within 
the next 10 years. In accordance with the principle of technological sovereignty, it must be based on the technology 
developed by each member state395. Spain recently announced an investment of €54 million in the Complementary 
Plan for Quantum Communications396, but there are notable differences regarding investment strategies and 
estimates in several neighbouring countries388,397.

Secure disruption

Along with a proper regulatory and governance framework, research on cybersecurity is key to achieving a certain 
level of autonomy in technologies that will minimise the potential negative impacts of their development and 
implementation344,345. We must also bear in mind that research centres and universities themselves are the object of 
the various cyberthreat actors398,399. Cybersecurity development requires technological and social disciplines. The 
need to reduce the current fragmentation in the R+D+I ecosystem, both Europe-wide25,400 and nationally, has been 
identified221, in addition to the need to generate incentives to retain talent22,401 and promote its distribution among the 
public and private sector382.

Therefore, it would be advisable to improve coordination and cooperation of work in public research, as well as 
the level of connections and transfer between the academic, corporate, and industrial sectors and national Law 
Enforcement Agencies221. Likewise, the scientific development of cybersecurity must include an ethical perspective, 
in the same way as other branches of science402. In Spain, the available information indicates the need to strengthen 
the level of funding and incentives for investment in technological development221. It is also foreseeable that a society 
that is well trained and knowledgeable about its rights will demand secure services and technologies. This awareness 
may prove an incentive for the industry to strengthen the security of services or products236.

In short, cybersecurity is an essential tool in guaranteeing society’s well-being and progress.
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